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Design & Deploy Branch
Network That Increases
Business Resiliency
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ALearn Cisco Unified Wireless LAN Principles (Reminder)
AUnderstand Wireless Branch Deployment Options
AEvaluate FlexConnect Architectural Requirements
Aldentify the need for FlexConnect & AP Groups

ADesign a Resilient Branch Network

ADesign Secure & BYOD enabled Branch Network

AHow to operate Wireless Branch efficiently over WAN
AFlexConnect Resiliency DEMO
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Cisco Unified Wireless LAN Principles



Cisco One Network : Wi;releis',s Deployment Modes

One Policy, One Management, One Network

Unified Access Wireless

Autonomous FlexConnect Centralized Converged
Access

Unparalleled Deployment Flexibilit
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Cisco Unified Wireless Principles

A Components
A Wireless LAN Controllers
A Aironet Access Points

A Management (Prime
Infrastructure)

A Mobility Services Engine (MSE)
A Principles

A AP must have CAPWAP
connectivity with WLC

A Configuration
downloaded to AP by WLC

A All Wi-Fi traffic is
forwarded to the WLC

BRKEWN-2016 © 2013 Cisco and/or its affiliates.

Cisco Prime
Infrastructure

Wireless LAN
Controllers

Aironet Access
Point
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Wireless Branch Deployment Options



Branch Office with Local WLAN Controller

Overview

A Branches can also have local
remote controllers

A Small or Mid-size Branch

WLCs
I CT-2504,
i Integrated controller modules in WLC-25xx_ WLCM for - Cat-3850
ISR/ISR-G2 E’? ISR/ISR-G2
:
nevl, Converged Access Cat-3850 ( E?j
A High-availability design with <& S
central backup controller is Qe )
supported; WAN limitations ‘ "Nl &
may apply  \

ciscolive!
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~ Branch Office with Local WLAN Controller

Advantages

A Cookie cutter configuration for every branch site
A Layer-3 roaming within the branch
AWGB support

A Reliable Multicast (filtering)
IPv6 L3 Mobility

If you have ISR/ISR G2 at branch site then it is recommended to use the
|OS Firewall at edge for unified access policies.
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Branch Office Deployment
FlexConnect (HREAP)

Cluster of
ANLC

A Hybrid architecture
A Single management and control point

A Data Traffic Switching
Centralized traffic
(split MAC)
or
Local traffic (local MAC)
AHA will preserve local traffic only

A Traffic Switching is configured per AP
and per WLAN (SSID)

Centralized
Traffic

Remote Office

E Cisco ((Vf;/
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FlexConnect Glossary

AConnected Mode 7T When FlexConnect can reach Controller (connected
state), it gets help from controller to complete client authentication.

A Standalone mode i When controller is not reachable by FlexConnect, it goes
into standalone state and does client authentication by itself.

AlLocal Switching i Data traffic switched onto local VLANSs for an SSID
A Central Switching i Data traffic tunneled back to WLC for an SSID
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Step 1: Configure Access Point Mode

A Enable FlexConnect mode per AP

A Supported AP: AP-1130, AP-1240, AP-1040, AP-1140, AP-1260, AP-1250,
AP-3500, AP-1600 , AP-2600 , AP-3600

BRKEWN-2016

All APs > Details for AP_1142

General | Credentials | Interfaces | High Availability "|"_

General
AP Name AP_1142
Location default location
AP MAC Address 00:22:90:90:90:90
Base Radio MAC 00:22:90:92:ba:d0
Admin Status | Enable + |
AP Mode
AP Sub Mode

Operational Status
Port Number

Venue Group

Ve

IP

© 2013 Cisco and/or its affiliates. All rights reserved.

Configure FlexConnect Mode -
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Sis

Configure FlexConnect Local Switching
Step 2: Enable Local Switching per WLAN

AOnly WLAN with FlexConnect Local Switching enabled will allow local
switching on the FlexConnect AP

WLANSs > Edit 'FlexConnect'

|'. General | Security | QoS Advanced
SR

Client Exclusion 2 #Enabled 50

Timeout Value (secs) Gl -

Maximum Allowed Clients 802.11bfg/n (1 - 255) |1
8

o
NAC

Static IP Tunneling 12 |_|Enabled
NAC State | None s |

Wi-Fi Direct Clients Policy | Disabled s
Load Balancing and Band Select

Maximum Allowed Clients

Per AP Radio 200 Client Load Balancing L]
Off Channel Scanning Defer Client Band Select £ |-
Scan Defer Priority 0123 4567 Passive Client
oy @ @ lg Y Passive Client I
Scan Defer Time(msecs) 100 Voice
FlexConnect Media Session Snooping |_| Enabled
FlexConnect Local Re-anchor Roamed Veice Clients | | Enabled
l 3 # Enabled
Switching = KTS based CAC Policy [] Enabled
FlexConnect Local Auth 22 (| Enabled Client Profiling
Learn Client IP Address 2 # Enabled Client Profiling || Enabled

Cisco (M’/

BRKEWN-2016 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 13




-Conflgure FIexConnect VLAN Mappmg

Step 3: FlexConnect SpeC|f|c Conflguratlon

A FlexConnect AP can be connected on an access port or connected to a
802.1Q trunk port (using the native VLAN)

AVLAN mapping can be performed per AP configuration on WLC and/or by AP
groups using Cisco Prime Infrastructure templates

All APs > Details for AP-3600-A

|' General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced |

[ VLAN Support ]
Native VLAN ID 52 VLAN Mappings |
FlexConnect Group Name FlexConnect-Site-1

PreAuthentication Access Control Lists

External WebAuthentication ACLs

Local Split ACLs

Central DHCP Processing Cisco ((’Vc’/
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-Conflgure FIexConnect VLAN Mappmg

Step 4: FlexConnect SpeC|f|c Conflguratlon i Native VIan

AWhen connecting with Native VLAN on AP, L2 switchport must also match with
corresponding Native VLAN configuration

A Each corresponding SSID that is allowed to be locally switch should be
allowed on the corresponding switchport.

|
interface GigahitEthernetd-1
switchport access wvlan 52
VLAN Support rswitchport trunk encapsulation dotlg
- switchport trunk native wvlan 52
[Natwe VEANTE 52 ] VLAN Mappings stitchgort trunk allowed wlan 52,154,155
switchport mode Trunk
spanning-trese portfast

FlexConnect Group Mame FlexConnect-Site-1

Cisco (M’/
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‘Configure'FlexConnect SSID-VLAN Mapping
Step 5: Per AP SSID to VLAN Mapping
A Mapping of SSID to 802.1Q VLAN is done per FlexConnect AP

All APs > Details for AP-3600-A

|'. General | Credentials | Interfaces | High Availability | Inventory | FlexConnect |__

VLAN Support
MNative WLAN ID 52

FlexConnect Group Name FlexConnect-

PreAuthentication Access Control Lists

External WebAuthentication ACLs

Local Split ACLs

Central DHCP Processin

VLAN Mappingﬁ !

A Or use Cisco Prime Infrastructure (NCS) via configuration templates

BRKEWN-2016
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All APs > AP-3600-A > VLAN Mappings

AP Name AP-3600-A
Base Radio
MAC Gd:d9:89:43:4f:50
WLAN VLAN
Id SSI1D 1D NAT-PAT
[3 RackMobilityFlex 154 ]no
Centrally switched Wlans
WLAN VLAN
Id SSID ID

Cisco Public
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Configure FlexConnect VLAN Mapping
Using Cisco Prime Infrastructure

A Prime Infrastructure provides simplified configuration to all FlexConnect APs
with one Lightweight AP Template

stfnan]ns Ci?:o Prime
Infrastructure
CIsCo ‘0t Home Manitor | » Configure ¥ Services ¥

Lightweight AP Template Detail : 'FlexConnect-VLAN-Mapping'
(AP Parameters || Mesh | 802.11a/n | 802.11a SubBand | 802.1ib/g/n | cop | FlexCemnect | 5

[M FlexConnect Configuration 1 Frofile Name-YLAN Mappings

OfficeExtend O =
Least Latency Controller Join [J - o
gasl Latency Lontrolier Join Ll RackMobilityHreapStat
VLAN Support [ Enable —']
e T - J [E’ RackMobilityFlex | ]_5,;}
=4 il [»]
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Evaluate FlexConnect Architectural Requirements



‘FlexConnect Dej,s_'lgnj,Co_ﬂ__n_s|.-V.d;e-r~aft|.Q_;ns B P Reference.
WAN Limitations Apply

Data 64 kbps 300 ms 5 25
Data 640 kbps 300 ms 50 1000
Data 1.44 Mbps 1 sec 50 1000

Data+Voice 128 kbps 100 ms 5 25
Data+Voice 1.44 Mbps 100 ms 50 1000
Monitor 64 kbps 2 sec 5 N/A
Monitor 640 kbps 2 sec 50 N/A
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FIexConnect DeSIQn ConS|derat|ons

Feature leltatlons Apply

A Some features are not available in standalone mode or in local switching mode
I MAC/Web Auth in Standalone Mode
I VideoStream
I IPv6 L3 Mobility
I SXP TrustSec
I See full list in « FlexConnect Feature Matrix »
http://www.cisco.com/en/US/products/ps6366/products tech note09186a0080b3690b.shtml
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Economles of Scale For Lean Branches

Flex 7500 ereless Controller

Access Points 300-6,000
Clients 64,000

Branches 2000

Access Points / Branch 100

Deployment Model FlexConnect
Form Factor 1RU

IO Interface 2 x 10GE
Upgrade Licenses 100, 200, 500, 1K

RTU Licenses
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