
Architecting Network for Branch Offices with 
Cisco Unified Wireless  
BRKEWN-2016 

Karan Sheth - Sr. Technical Marketing Engineer 



© 2013 Cisco and/or its affiliates. All rights reserved. BRKEWN-2016 Cisco Public 

Objective 

2 

Design & Deploy Branch 

Network That Increases 

Business Resiliency 
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Agenda 
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ÁLearn Cisco Unified Wireless LAN Principles (Reminder) 

ÁUnderstand Wireless Branch Deployment Options 

ÁEvaluate FlexConnect Architectural Requirements 

ÁIdentify the need for FlexConnect & AP Groups 

ÁDesign a Resilient Branch Network 

ÁDesign Secure & BYOD enabled Branch Network 

ÁHow to operate Wireless Branch efficiently over WAN 

ÁFlexConnect Resiliency DEMO 

 



Cisco Unified Wireless LAN Principles 
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Cisco One Network : Wireless Deployment Modes 
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One Policy, One Management, One Network 

Unified Access Wireless 

Unparal leled Deployment Flexibi l i ty  

Autonomous FlexConnect Centralized Converged 

Access 
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Cisco Unified Wireless Principles 
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ÁComponents 

ÅWireless LAN Controllers 

ÅAironet Access Points 

ÅManagement (Prime 
Infrastructure) 

ÅMobility Services Engine (MSE) 

ÁPrinciples 

ÅAP must have CAPWAP 
connectivity with WLC 

ÅConfiguration  
downloaded to AP by WLC 

ÅAll Wi-Fi traffic is  
forwarded to the WLC 

Wireless LAN 

Controllers 

Aironet Access 

Point 

Cisco Prime 

Infrastructure 

Campus 

Network 



Wireless Branch Deployment Options 
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Branch Office with Local WLAN Controller 
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ÁBranches can also have local 
remote controllers 

ÁSmall or Mid-size Branch 
WLCs  

ï CT-2504, 

ï Integrated controller modules in 
ISR/ISR-G2 

ïConverged Access Cat-3850 

ÁHigh-availability design with 
central backup controller is 
supported; WAN limitations 
may apply 

  Overview 

Remote Site B 

Remote Site A 

WLC-25xx WLCM for 

ISR/ISR-G2 

Backup Central 

Controller 

WAN 

Central Site 

Remote Site C 

Cat-3850 

CAPWAP 
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Branch Office with Local WLAN Controller  
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ÁCookie cutter configuration for every branch site  

ÁLayer-3 roaming within the branch  

ÁWGB support  

ÁReliable Multicast (filtering) 

ÁIPv6 L3 Mobility 

 

Note: If you have ISR/ISR G2 at branch site then it is recommended to use the 
IOS Firewall at edge for unified access policies. 

Advantages 
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Branch Office Deployment 
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ÁHybrid architecture 

ÁSingle management and control point 

ÁData Traffic Switching 

Centralized traffic  
(split MAC) 

   or 

Local traffic (local MAC) 

ÁHA will preserve local traffic only 

ÁTraffic Switching is configured per AP 
and per WLAN (SSID) 

FlexConnect (HREAP) 

WAN 

Central Site 

Remote Office 

Centralized 

Traffic 

Centralized 

Traffic 

Local 

Traffic 

Cluster of  

WLC 
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FlexConnect Glossary 
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ÁConnected Mode ï When FlexConnect can reach Controller (connected 
state), it gets help from controller to complete client authentication.  

ÁStandalone mode ï When controller is not reachable by FlexConnect, it goes 
into standalone state and does client authentication by itself.  

 

 

ÁLocal Switching ï Data traffic switched onto local VLANs for an SSID 

ÁCentral Switching ï Data traffic tunneled back to WLC for an SSID 
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Configure FlexConnect Mode 
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ÁEnable FlexConnect mode per AP 

ÁSupported AP: AP-1130, AP-1240, AP-1040, AP-1140, AP-1260, AP-1250, 
AP-3500, AP-1600 , AP-2600 , AP-3600 

Step 1: Configure Access Point Mode 
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Configure FlexConnect Local Switching 
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ÁOnly WLAN with FlexConnect Local Switching  enabled will allow local 
switching on the FlexConnect AP 

Step 2: Enable Local Switching per WLAN 
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Configure FlexConnect VLAN Mapping 
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ÁFlexConnect AP can be connected on an access port or connected to a 
802.1Q trunk port (using the native VLAN) 

ÁVLAN mapping can be performed per AP configuration on WLC and/or by AP 
groups using Cisco Prime Infrastructure templates 

Step 3: FlexConnect Specific Configuration 
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Configure FlexConnect VLAN Mapping 
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ÁWhen connecting with Native VLAN on AP, L2 switchport must also match with 
corresponding Native VLAN configuration 

ÁEach corresponding SSID that is allowed to be locally switch should be 
allowed on the corresponding switchport. 

Step 4: FlexConnect Specific Configuration ï Native Vlan 
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Configure FlexConnect SSID-VLAN Mapping  
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ÁMapping of SSID to 802.1Q VLAN is done per FlexConnect AP 

 

 

 

 

 

 

 

 

ÁOr use Cisco Prime Infrastructure (NCS)  via configuration templates 

Step 5: Per AP SSID to VLAN Mapping 

1 2 
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Configure FlexConnect VLAN Mapping 
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ÁPrime Infrastructure provides simplified configuration to all FlexConnect APs 
with one Lightweight AP Template 

Using Cisco Prime Infrastructure 



Evaluate FlexConnect Architectural Requirements 
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FlexConnect Design Considerations 
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WAN Limitations Apply 

Deployment 

Type 

WAN 

Bandwidth 

(Min) 

WAN RTT 

Latency (Max) 

Max APs per 

Branch 

Max Clients per 

Branch 

Data 64 kbps 300 ms 5 25 

Data 640 kbps 300 ms 50 1000 

Data 1.44 Mbps 1 sec 50 1000 

Data+Voice 128 kbps 100 ms 5 25 

Data+Voice 1.44 Mbps 100 ms 50 1000 

Monitor 64 kbps 2 sec 5 N/A 

Monitor 640 kbps 2 sec 50 N/A 

For Your 
Reference 
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FlexConnect Design Considerations 

ÁSome features are not available in standalone mode or in local switching mode 

ïMAC/Web Auth in Standalone Mode 

ïVideoStream 

ïIPv6 L3 Mobility 

ïSXP TrustSec 

ïSee full list in « FlexConnect Feature Matrix »  

http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a0080b3690b.shtml 

 

Feature Limitations Apply 

http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a0080b3690b.shtml
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Economies of Scale For Lean Branches 

Flex 7500 Wireless Controller 

Access Points 300-6,000 

Clients 64,000 

Branches 2000 

Access Points / Branch 100 

Deployment Model FlexConnect 

Form Factor 1 RU 

IO Interface 2 x 10GE 

Upgrade Licenses 100, 200, 500, 1K 

RTU Licenses 

Key Differentiation 

ü WAN Tolerance 

Å High Latency Networks 

Å WAN Survivability 

ü Security 

 802.1x based port authentication 

ü Voice support 

Å Voice CAC 

Å OKC/CCKM 


